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Abstract  A method of Direct Sequence Spread-Spectrum (DS/SS) communication based on synchronized spatiotemporal chaotic sequences is proposed.  We use Coupled Logistic Maps (CLM) to generate the chaotic times sequences.  This coupled map lattices has long chaotic transient and can be recovered easily.  The ro​bustness and the error probability is discussed and the advantage of the method in spectral spreading and secure communication is demonstrated.
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1  Introduction

In the past few years, the investigation of apply​ing chaotic sequences to communication has attracted much attention, especially, since Pecora and Carroll proposed chaotic synchronization[1].  Laboratory experiments of secure communication based on this synchronization have been realized by several authors, like Oppenheim et al[2].  It is believed that man could use chaotic sequences for, besides the secure communication, wide-band communication and spread-spectrum communication.  A lot of  works[3]~[11] has been written to demonstrate these ap​plications.  It is worth while to note that among these possible uses, the spread-spectrum communica​tion by chaotic sequences becomes more and more interesting to people.  In the conventional spread-spectrum communications, the spreading sequences are chosen as Pseudo Noise (PN) sequences.  Vari​ous classes of PN sequences are proposed, such as the families of the Gold sequences and of the Kasami sequences, most of which are generated by LFSR (Linear Feedback Shift Registers) with good correla​tion behaviors for spread-spectrum communication.  However, these families’ size and the number of dif​ferent families are much limited, and the security of communication is not satisfactory.  It has been dem​onstrated[8]~[11] that chaotic sequences are the good candidates to meet this requirement, since chaotic sequences, though they are generated by deterministic dynamical systems, have correlation properties simi​lar to PN sequences, their screcy is much better than that of the PN sequences, and a great number of dis​tinct sequences can be easily gen​erated. But the pre​vious studies were focused on single map systems, such as Logistic map and Tent map.  The strategy proposed is: two identical cha​otic dynamical systems are set at the transmitter and the receiver, respectively, they have precisely agreed upon the identical initial conditions and the synchro​nization of the two chaotic systems is achieved by a suitable trigger signal at the beginning of the trans​mission.

In this paper, we propose a robust DS/SS com​mu​nication method based on spatiotemporal chaotic synchronization.  Our chaotic model is a Coupled Map Lattice (CML) with the chaotic elements being the Logistic maps, which has been intensively inves​tigated by physicists.  We use the CMLs to generate the required chaotic sequences.  By employing the chaotic synchronization technique, one can reproduce the correlating chaotic sequence for recovering the transmitted signal without the necessity of setting the initial conditions of the two chaotic systems at the transmitter and the receiver.  What we need is to send chaotic sequences separately to the receiver to synchronize the CML at the receiver.  We will dem​onstrate that this CML has the following features for the spread-spectrum communication: the auto-corre​lation is a delta-like function while the cross-correla​tion is kept almost zero; it can be synchronized quickly by modulating a small number of the free​doms though the dimension of the system may be very large.  For example, we can synchronize a 40 dimensional system by modulating only one of the variables.  Because of these features one can achieve robust DS/SS communication successfully.  In addition, compared to the single map system, it is very convenient for multiple users DS/SS communi​cation because we only need very few sequences to trigger the synchronization.  In the following sec​tions, we will give a detailed description of our method.

2  Synchronization of Spatiotempo-


​ral Chaos

Models used to describe spatiotemporal chaos may be very complicated, the most simply and most widely investigated model is the so-called CML pro​posed first by Kaneko et al[12].  Since it has the ad​vantage of being easy to handle analytically and nu​merically and still can capture the essentials of the spatiotemporal systems, it has been widely stud​ied[12]~[14].  Here we use the following CML model (system A, masking sequences):






(1)

where n is the time index, i the space index, SYMBOL 101 \f "Symbol" the diffusion constant, ui(n) the state variable of the ith element at the nth iteration, and f, the mapping func​tion of the chaotic elements, which is set as the Lo​gistic map: f = 4x (1 - x).  The boundary condition is chosen as: u0 (n) = uL (n), with L being the system size, i.e. the number of the chaotic elements.  As has been demonstrated[14], such a CML model can exhibit very rich spatiotemporal behavior.  According to our  analysis of Lyapunov exponent, only when SYMBOL 101 \f "Symbol" SYMBOL 206 \f "Symbol" (0.17, 0.19) the dynamics is periodic, can we find chaotic motions for any other  SYMBOL 101 \f "Symbol" SYMBOL 206 \f "Symbol" (0, 1).  We will demon​strate below that when the system is chaotic, it pos​sesses the behavior of zero cross-correlation and delta-like auto-correlation except that we choose a precisely uniform initial condition, which is essential for spread-spectrum communication.  To make suc​cessful DS/SS communication, the same sequence as the masking sequence must be reproduce to recover the transmitted signal.  To this end, we make a cha​otic sequences generator identical to Eq. (1) for the receiver, which is (system B, recover sequences):
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However, due to the sensitivity of chaotic systems to initial conditions and tiny perturbations, it is ex​tremely difficult to direct obtained sequences from B identical to those of A.  Here we adopt a synchroni​zation  technique by substituting the jth variable uj (n) in Eq. (1) for the jth variable vj (n) in Eq. (2), i.e.,










(3)

where j is dispersed periodically in the lattice, i.e. we substitute one variable for every I site.  We call I the substituting distance, or 1/I the substituting density.  This technique is stimulated partly by the works of Pecora and Carroll[1] and partly by the works of Refs. 4 and 9.  The efficiency of this technique is very remarkable, for example, we can synchronize a 40-site lattice by substituting only one space variable for this CML.  In Fig. 1, we plot the variance: 

 versus n for SYMBOL 101 \f "Symbol" = 0.9 and L = 40 by setting v0 (n) = u0 (n), from which we see that after a short transient process, System B is quickly synchronized to System A.  Actually, we can synchronize the two systems, including the peri​odic motions, in the whole parameter region SYMBOL 101 \f "Symbol" SYMBOL 206 \f "Symbol" (0, 1) by choosing proper distance I.  We fine: the smaller is the distance I, the quicker the synchronizing is and the larger is the coupling SYMBOL 101 \f "Symbol", the quicker the synchro​nizing.  Fig. 2(a) and 2(b) show the synchronization time versus SYMBOL 101 \f "Symbol" and I, respectively.  It is known that the synchronization time is very important in com​munication, so an optimal choice of SYMBOL 101 \f "Symbol" and I is re​quired for effective communication. 

Fig. 1  Synchronization variance





versus systems A and B
Fig. 2  (a) Synchronization variance versus coupling SYMBOL 101 \f "Symbol" and  (b) Synchronization time of systems A and B versus SYMBOL 101 \f "Symbol"
3  DS/SS Communication

3.1  Correlation Behaviors of the Spatiotemporal


 Sequences

For spread-spectrum communication, the choice of the spectral spreading sequences is a crucial prob​lem.  It has been demonstrated that chaotic se​quences from single maps can meet the requirement of correlation properties for spread-spectrum com​munication.  Do the sequences from our  CML still

have the correlation properties?

We use the following correlation definition:




(4)

where SYMBOL 109 \f "Symbol" (i) is the average of the sequence ui (n).  Fig. 3(a) and (b) show R4.4 (n) and R4.5 (n) for SYMBOL 101 \f "Symbol" = 0.97, respectively.  The auto-correlation is still a delta-function,  while the cross-correlation is nearly zero.  We have tried many parameters in the interval

( ( [0.45, 1],  this property is kept for all the parameters.

Fig. 3  (a) Auto-correlation function of chaotic sequence

 (b) Cross-correlation function of chaotic sequence (SYMBOL 101 \f "Symbol" = 0.97)

3.2  DS/SS Communication

A key feature of spreading sequences in spread-spectrum communication is: the random-like se​quences are orthogonal and synchronized sequences with respect to these sequences can be recovered at the receiver.  As we have discussed above, se​quences from our CML model meet these require​ments, so they can be used for spread-spectrum communication.  The method of DS/SS communica​tion we developed is described as follows.  Chaotic sequences are produced from the CML.  One of the sequences, namely u0 (t), is transmitted separately to the receiver to synchronize the identical CML at the receiver.  Other sequences are used to modulate and mask the signal to spread the spectrum and to avoid a unfriendly detection.  Due to syn​chronization, the masking signal can be successfully reproduced, and by the correlation properties one can recover the transmitted signal as the conventional technique.

Fig. 4 shows the schematic diagram of the com​munication system.  In the transmitter, chaos gen​erator A produces the chaotic sequences which are used to spread the information signals, and the initial conditions of the lattices can be random numbers ranging form 0 to 1.  At each iteration, we let u0 (t) = uL(t)  t = 0, 1,(((SYMBOL 165 \f "Symbol".  Chaos generator A outputs a set of continuous chaotic sequences {u0(t), u1(t),(((uL (t)}, in which u0 (t) is transmitted to the receiver di​rectly to drive the chaos generator 2, the other chaotic se​quences are transmitted to quantization and encoding block.  The quantizer performs an equal-interval quantization of the floating-point input signal ranging from 0 to 1.  The output signal is quantized to the whole unit, the size of which is determined by the number of bits used in the binary representation.  The coding block converts the quantized signal into a stream of bits.  In the receiver, the chaos generator B has an input signal from chaos generator A, i.e. v0 (t) = u0 (t), according the discussion in chapter 2, chaotic system A quickly synchronizes with system B.  So, chaotic system B can recover the chaotic sequences which are generated by the transmitter.

Fig. 4  Block diagram of a chaotic DS/SS system
To demonstrate the efficiency of our method, we carry out some communication simulations.  As​sume a binary information b (t) SYMBOL 206 \f "Symbol" {-1, 1} is to be transmitted, which is modulated by the ith sequence ui (t) of the CML, and finally the signal from the transmitter is a spreading signal: 

, where  K  is the number of signals.  In  general, some  noise  n (t)  will  be  produced  in  the transmitting channel and the received signal is: 

.  If the receiver is speci​fied to detect the kth signal, the output of kth match​ing filter is: 

, where  

,  I = 1, ..., K  and 

.  Then we can make the following decision for the kth user: 

.  Fig. 5 shows our simulating results of the DS/SS communi​cation.  The transmitted information is successfully recov​ered.
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Fig. 5  Illustrations of the proposed transmission scheme using a sequence length of N = 127.  (a) Binary information sequence b(t).  (b) Encoding chaotic sequence of transmitter u(t).  (c) Transmitted signal s(t).  (d) Gaussian noise e(t) that is added to the transmit​ted signal in the channel.  The signal-to-noise equals SNR = -5dB for the case.  (e) Recovered chaotic code v(t).  (f) Recovered information b(t), suspending one bit because of the integrator.
3.3  Error Probability 

To have a successful communication, the error probability for recovering the information transmitted must be under certain level.  Practically, an error probability of less than 10-4 is preferred.  Table 1 shows the capability of the system against Gaussian white noise when there is one user.  When the sig​nal-to-noise ratio (SNR) decreases to -13.98 dB, it still meets the requirement of the error probability.  In addition, multiple users interference is also an important problem.  The increasing of users will result in the sacrifice of the error probability.  In Table 2, we give the data about the error probability versus the number of users in the absence of noise.  In this case, the system can accommodate 11 users.

Table 1  Bit error probability against gaussian white noise

	SNR (dB)
	0
	-10
	-13.98
	-16.99
	-18.75
	-20.00
	-21.76
	-23.98

	Pe
	<10-4
	<10-4
	<10-4
	0.008
	0.0238
	0.0472
	0.0713
	0.097


Table 2  Bit error probability for the number of users

	K
	6
	11
	16
	21
	26
	31
	36
	41

	Pe
	<10-4
	<10-4
	0.0027
	0.0047
	0.015
	0.025
	0.035
	0.048


4  Concluding Remarks 

In the paper, we have presented a spread-spec​trum communication scheme based on spatiotemporal chaos synchronization.  It has the following features: 1) The sequences can be generated with arbitrarily chosen initial conditions and can be recovered at the receiver by using driving synchronization technique.  2) We need only a very small number of sequences, for example, one sequence in our 40-dimensional CML, to synchronize the whole system and the sys​tems can be synchronized very quickly.  3) It is just due to this synchronization feature, we can easily transmit signals of multiple users simultaneously.  4) The security of the communication is improved due to the high dimension and the arbitrary choice of initial conditions.  5) The communication is robust and reliable against the external noise.  Compared to the previous chaotic spread-spectrum communica​tion[8], [10], the arbitrary choice of initial conditions improves the flexibility and the secrecy of the com​munication, and by dynamical driving synchroniza​tion, the synchronization time is much shorter, which quickens the communication process.  But we need to transmit separate sequences, for the synchroniza​tion, rather than fixed initial conditions, and the noise in these sequences will result in larger error probabil​ity.  Nevertheless, the scheme presented here is still a good candidate for spread-spectrum communica​tion.

References

[1] L. M. Pecora and T. L. Carroll.  Synchronization in Chaotic Systems.  Phys. Rev. Lett.,  1990, 64(8):  821~824

[2] A. V. Oppenhiem, G. W. Womell, S. H. Isabelle, and K. M. Cuomo.  Signal Processing in the Context of Cha​otic Signals.  IEEE ICASSP, 1992, 117~120

[3] K. S. Halle, C. W. Wu, M. Itoh, and L. O. Chua.  Spread Spectrum Communications Through Modula​tion of Chaos.  Int. J. Bifurcation, Chaos, 1993, 3(1):

469~477

[4] M. J. Ogorzalek.  Taming Chaos-Part I: Synchroniza​tion.  IEEE Trans. Circuits Syst. I, 1993, 40(10):  963~699

[5] A. De Angeli, R. Genesio, and A. Tesi.  Deat-beat Chaos Synchronization in Discrete-time Systems.  IEEE Trans. Circuits Syst., 1995, 42(1): 54~56.

[6] D. R. Frey.  Chaotic Digital Encoding: An Approach to Secure Communication.  IEEE Trans. Circuits Syst.-Part II, 1993, 40(3): 660~666

[7] H. Dedieu, M. P. Kennedy, and M. Hasler.  Chaos Shift Keying: Modulation and Demodulation of Chaotic Carrier Using Self-synchronizing Chus's Circuits.  IEEE Trans. Circuits Syst.-Part II, 1993, 40(10): 634~642

[8] G. Heidari-Bateni, C. D. McGillem.  A Chaotic Di​rect-sequence Spread-spectrum Communication System.  IEEE Trans. Communication, 1994, 42(2/3/4):  1524~1527

[9] M. Itoh, H. Murakami.  Chaos Synchronization in Discrete-time Dynamical Systems and its Applications.  IEICE Trans. Fundamentals, 1994, E77-A(12): 2092~2097.

[10] U. Parlitz, S. Ergezinger.  Robust Communication Based on Chaotic Spread Sequences.  Phys. Lett. A, 188, 1994, 146~150

[11] K. M. Cuomo, A. V. Oppenheim and S. H. Strogat.  Robustness and Signal Recovery in a Synchronized Chaotic System.  Int. J. Bifurcation, Chaos, 1993, 3(6): 1629~1638

[12] K. Kaneko.  Pattern Dynamics in Spatiotemporal Chaos.  Physical D, 1989, 34(1)

[13] F. H. Willeboordse.  Encoding of Traveling Waves in a Coupled Map Lattice.  Int. J. Bifurcation.  Chaos, 1994, 4(6): 1667~1673

[14] Hu Gang, Qu Zhilin and He Kaifen.  Feedback Control of Chaos in Spatiotemporal System.  Int. J. Bifurcation and Chaos, 1995, 5(4): 901~936

Xiao Jinghua  lecturer, Department of Basic Science, Bei​jing  University of  Posts and Telecommunications.  He re-​ceived the BS and MS degrees in Physics from Beijing Normal University in 1987 and 1990, respectively.  He is currently working in the area of Nonlinear Physics and Chaos in com​munications.

Liu Jie  received the Diplome d' Ingenieur degree in Tele​communications and the Ph.D. degree in optics from Ecole National Superieure des Telecommunications, Pares, France, in 1984 and 1987, respectively.  His doctoral work consisted of optic fiber sensors.  From 1989 to now, he has joined in Beijing University of Posts & Telecommunications, where he was engaged in research in integrated optics and fiber optic sensors.  He is currently the deputy director of the Depart​ment of Applied Science and Technology of BUPT.

Hu Saigui  received MS degree in Tianjing University in 1990.  Now she is studying Ph.D. in department of telecom​munication engineering, Beijing University of Posts and Tele​communications.  Her present research interests are digital signal processing and neural networks.

Qu Zhilin  associate professor of physics department, Bei​jing Normal University, majored in controlling chaos and nonlinear systems.  Now he is a visiting scholar in Los An​ge​les Institute of California University, U. S. A.

	From p.7
















By defining:





where





We have




  (B.1)
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  (B.3)
Eqs [B.1, B.2, B.3] represent the exact meaning of eqs [16, 17].

For the more log-normal variables, one uses those iterative procedures to compute the parameters of eq.(11).

*  Manuscript received Sep. 1995
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